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Gotta catch 'em alll

SELECT dst, request, timestamp
FROM (
SELECT request, dst, timestamp,
COUNT(haslhyphen) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL T hour' PRECEDING AND INTERVAL 7Thour' FOLLOWING)
AS number_0,
COUNT(has2hyphen) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL Thour' PRECEDING AND INTERVAL 1Thour' FOLLOWING)
AS number_],
COUNT(request) OVER (PARTITIONBY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL T hour' PRECEDING AND INTERVAL 1 hour' FOLLOWING)
AS number_requests
FROM (
SELECT request, dst, MAX(timestamp) AS timestamp,
(REGEXP_COUNT(d], -) = 1OR NULL) AS haslhyphen,
(REGEXP_COUNT(d], -) = 2 OR NULL) AS has2hyphen
FROM hplDNSReplies
WHERE timestamp >= "2015-08-06 00:00:00" AND timestamp <= "2015-08-06 01:59:59
AND REGEXP_INSTR(request, “[a-z-]{11,23}\.com$) > 0
AND (cat = NXDOMAIN)
GROUP BY dst, request, d0, di
) d
) f
WHERE f.number_requests >= 25 AND number_0+number_1>=20 AND number_0 >=9
AND number_0 <200 AND number_1>=9



COUNT(hasZhyphen) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL "1 hour' PRECEDING AND INTERVAL 1 hour' FOLLOV
AS number_],
COUNT(request) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL Thour' PRECEDING AND INTERVAL Thour’ FOLLOW
AS number_requests

~ROM (
SELECT request, dst, MAX(timestamp) AS timestamp,
(REGEXP_COUNT(d], -) = 1TOR NULL) AS haslhyphen,

(REGEXP_COUNT(d], =) = 2 OR NULL) AS hasZhyphen
FROM hplDNSReplies
WHERE timestamp >= "2015-08-06 00:00:00° AND timestamp <= "2015-08-06 01:59:59'
AND REGEXP_INSTR(request, “[a-z-]{11,23}\.com$’) > 0
AND (cat = NXDOMAIN)
GROUP BY dst, request, d0, dI
d

{ERE f.number_requests >=25 AND number_0+number_1>=20 AND number_0 >=9
AND number_0 <200 AND number_1>=9



RANGE BETWEEN INTERVAL 1 hour' PRECEDING .
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RANGE BETWEEN INTERVAL 1 hour' PRECEDING ¢
AS number_requests
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SELECT request, dst, MAX(timestamp) AS timestamp,
(REGEXP_COUNT(d]1, -) = 1TOR NULL) AS haslhyphen,

(REGEXP_COUNT(J1, -) = 2 OR NULL) AS hasZ2hyphen
FROM hplDNSReplies
WHERE timestamp >= "2015-08-06 00:00:00° AND timestar
AND REGEXP_INSTR(request, "“[a-z-]{11,23}\.com$) > 0
AND (cat = NXDOMAIN)

GROUP BY dst, request, d0, d1
|




Gotta catch 'em all!

ECT dst, request, timestamp
OM (
ELECT request, dst, timestamp,
COUNT(haslhyphen) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL 1 hour' PRECEDING AND INTERVAL T hour' FOLLOWING)
AS number_0,
COUNT(has2hyphen) OVER (PARTITION BY dst ORDER BY timestomp
RANGE BETWEEN INTERVAL "Thour' PRECEDING AND INTERVAL 'Thour' FOLLOWING)
AS number_],
COUNT(request) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL "1 hour' PRECEDING AND INTERVAL T hour' FOLLOWING)
AS number_requests

ROM (
SELECT request, dst, MAX(timestamp) AS timestamp,
(REGEXP_COUNT(d], =) = TOR NULL) AS haslhyphen,

(REGEXP_COUNT(d], =) = 2 OR NULL) AS hasZhyphen

FROM hplDNSReplies

WHERE timestamp >="2015-08-06 00:00:00° AND timestamp <= 2015-08-06 01:59:59"
AND REGEXP_INSTR(request, “[a-z-){11,23}\.com$) > 0
AND ‘2ot = NXDOMAIN)

GROUP BY dst. reauest. d0. dI
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AS number_requests
FROM (
SELECT request, dst, MAX(timestamp) AS timestamp,
(REGEXP_COUNT(d], -) = 1TOR NULL) AS haslhyphen,
(REGEXP_COUNT(d1, =) = 2 OR NULL) AS has?2hyphen
FROM hplDNSReplies
WHERE timestamp >= "2015-08-06 00:00:00" AND timestamp <= "2015-08-06 01:59:59'
AND REGEXP_INSTR(request, ““[a-z-]{11,23}\.com$') > 0
AND (cat = NXDOMAIN)
GROUP BY dst, request, d0, di
) d
) f
WHERE f.number_requests >=25 AND number_0+number_1>=20 AND number_0 >=9
AND number_0 <200 AND number_]>=9



Gotta catch 'em alll

SELECT dst, request, timestamp
FROM (
SELECT request, dst, timestamp,
COUNT (haslhyphen) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL 1hour' PRECEDING AND INTERVAL T hour' FOLLOWING)
AS number_0,
COUNT (has2hyphen) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL 1 hour' PRECEDING AND INTERVAL 'Thour' FOLLOWING)
AS number_],
COUNT(request) OVER (PARTITION BY dst ORDER BY timestamp
RANGE BETWEEN INTERVAL 1 hour' PRECEDING AND INTERVAL T hour' FOLLOWING)
AS number_requests
FROM (
SELECT request, dst, MAX(timestamp) AS timestamp,
(REGEXP_COUNT(d], =) = 1TOR NULL) AS haslhyphen,
(REGEXP_COUNT(d],'-) =2 OR NULL) AS hasZhyphen
FROM hplDNSReplies
WHERE timestamp >= 2015-08-06 00:00:00° AND timestamp <= "2015-08-06 01:59:59'
AND REGEXP_INSTR(request, “[a-z-]{128\.com$) > 0
AND (cat = NXDOMAIN)
GROUP BY dst, request, d0, dl
)d
)
WHERE f.number_requests >= 25 AND number_0+number_1>=20 AND number_0 >=9
AND number_0 <200 AND number_1>=9



Linnea for the rescue

Making a language just for the heck of it

{
timestamp >=t0 - 2h, timestamp <=10,  Within 2h timeslot
nxdomain, NXDOMAIN
match(domain, ““[a-z-]{11,23}\.com}$) Match letters and hyphens

2

{
client:lh|true] >= 25, At least 25 queried per client
client:lh|count(d], -) = 1] + At least 20 w. 1or 2 hyphens per

[client:Ih|count(d]," ) =2]>=20, client

client:h|count(d], -) = 1] >= 9, At least 9 w. Thyphen per client
client:lh|count(dl], ) = 1] < 200 Less than 200 w. Thyphen per client
client:In|count(dl, -') = 2] At least 2 w. 2 hyphens per client
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2
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accident-sharp.com
ambition-court.com
amount-drive.com
oroblemcoat-weight.com
reading-persuade.com
red-base-chance.com
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shame-show-cream.com
size-lost-park.com
space-belt-rate.com
timetengstell.com
standardsucceed.com

star-appear-map.com
<tratenv-hoarrow com



20
20
20
20
20
20
20
20
20
20
20
20
20
20

0-08-1
O-08-1
O-08-1
0-08-1
0-08-1
0-08-1
0-08-1
0-08-1
0-08-1
0-08-1
0-08-1
0-08-1
9-08-1

0-08-1

09:40:14
09:40:19
09:41:24
09:41:30
09:41:42
09:43:18
09:43:24
09:57:49
09.5/:54
09:58:04
09:58:18
09:58:24
09:58:49
09:58:56

quarantee-value.com
quarter-smell.com
lady-sandwich.com
challengediscover.com
brother-hang.com
bend-shoot-stress.com
wall-bottle-assistant.com
plane-branch.com
plateadvanced.com
pleasurerepair.com
pot-blank-text.com
poundresort-skin.com
professorloose.com
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light |nome | school|amount |order |practice|research|sense|service|piece|web| boss|sport | page | term| test janswer | sound| focus|motter| soil |board| ol | picture |access| garden| open| range | rate | reason| occording | site | demand| exercise|image |
case|cause|coast|age|boat |record|result |section|building |[mouse |cash|class |dry |plan| store| tax |involved|side | space [rule| weather | figure |man|model |source |ear th| program| design| feature |purpose | question|rock|act | birth| dog|object |
scale|sun|fit|note|profit|related|rent | speed|style |war |bank| content |craft | bus| exchange |eye|fire |position|pressure | stress| advantage |benefit| box | complete | frame |issue | limited|step |cycle| face | interested|metal | paint | review|room)|
screen|structure|view|account |ball |concerned| discipline | ready | share|balance | bit |black| bottom| gift |impact |machine |shope | tool | wind|address | averoage |career |culture | pot | sign| table |tosk| condition| contact | credit | egg|hope |ice | network|
separate|ottempt|dote|effect |link|perfect| post|star|voice|challenge | friend|warm|brush|couple| exit |experienced | function|lock| plant | spot | summer [toste | theme | track | wing|brain| button| click | correct | desire | fixed| foot | gas | influence | notice|
rain|wall|base|dormage | distonce |poir| staff| sugor|target [text| author | complicated| discount | file | ground| lesson| officer |chase |reference|register|secure|sky|stage| stick|title | trouble |odvanced|bowl |bridge | campaign | club| edge |evidence |
fan|letter|lock|option|organized|pack |park|quarter | skin|sort|welght|baby |carry| dish|exact |factor | frult |muscle | traffic| trip| apped | chart | gear |land | log| lost | net |season | spirit | tree | wave |belt |bench| closed| commission|copy | drop | firm|
frequent|progress|project|stuff|ticket|tour |angle |blue |oreakfast|doctor | dot | dream|essay | father | fee | finance | juice | luck |milk |mixed|mouth|pipe| please | stable |storm|team| amazing |bat | beach | blank| busy | catch| chain|cream| crew| detail |
detailed|interview kid|mark|pain| pleasure | score |screw|sex| sharp| shop | shower |suit| tone | window| wise |band|bath| block |bone| colendar | candidate | cap | coot |contest | court | cup | district | finger | goroge | guarantee | hole |hook| imglement | layer |
lecture|lie|married|narrow|nose|partner |orofile|rice |schedule | telephone | tip|bog| bottle | bed|bill |bother | coke | code | curve |dimension|ease | farm | fight | gop | grade |horse |host | husbond|loon|mistoke | noil | noise |occasion | pockage | pouse |
phrose|race|sond|sentence |shoulder |smoke|stomach|string|surprised|towel |vacation|wheel |arm|associote |bet |blow|bor der |branch|breast |buddy |ounch|chip|coach| cross | document | droft |dust | floor | golf|habit | iron| judge |knife|
landscape|league |mall|mess|parent|pattern|pin| pool |pound|request|salary | shame |shelter |shoe | tackle | tank | trust | assist|bake |bar | bell | bike |blame | brick | chair | closet | clue| collar | comment | conference | devil | diet | fear | fuel |glove | jacket|
lunch|rmonitor |mortgage|nurse |pace |panic| peak | provided|reward|row|sandwich|shock |spite | spray|surprise|till | transition| weekend| yard| alarm|bend | bicycle |bite |blind|bottle| cable |candle | clerk | dloud | concert | counter| dirty | lower |
grondfather |harm|knee|lowyer |load|loose |mirror |neck | pension|plote | pleased| proposed|ruin| ship| skirt | slice| snow | stroke | switch|tired | trash| tune | worried| zone | anger |award| bid | boot |bug | comp|candy |carpet | cat | champion| channel | clock |
comfort|cow|crock|disappointed|empty |engineer |entrance | foult | grass|guy |highlight |island| joke | jury|leg|lip|mate |nerve |passoge |pen|pride | priest | promise resort|ring|roof|rope| sail |scheme | script | slight| smart | sock | station | toe | tower |
truck |witness



inciple|relative|sale|season|sign:
ossay |father|fee|finance|hour|ju
'|sex|shop|shower|suit|tone|winc
King|partner|profile|rice|routine|
host [husband|loan|mistake |mour
r|oranch|breast|brother|buddy|t
|shoe|silver|tackle |[tank|trust|ass
oite|spray|surprise|till|transition|
io|skirt|slice|snow|specialist|stro
ingitaoke|want|does|learn|becorr



swimming-wondery. com [taleftalklHalarm.com [testjreveallHdesigner.com [title/-smart]-

medial. com [towelpecome/-maintenancel.com videol-{drinkl{enthusiasm.com walll-

mortgagel. com [layer{run-river|.com kneel-lcommunicate|.com [dimension[{retain|. com

\draweerroposeH-com\eahkh%apologizeLcom hetalHrangerointhom\Pelativékhalﬂ-

com |relationl{happen|.com [spitepackl-lgoall.com [town|-reason/-knowledge]. com [gatel-

boot-Hability]. com |k

eyl-sentencel. com |[go1f]-{cashl-

spirit].com handpin/-lairfconsider.

com |hook-lcarpet-di

fference|. com |hooklHprovide|.

com hostlspace-{tank|. com |husband-

champion|. com [image[-meet/-sex. com [user|-survey]-

medicine|.com [demand-{foot/-{company.

.com|m15takeHadoptﬁ
problenicoat/-weight.

com |[accident/-lsharp|.com [amb

ition|Hcourt|. com [amount/-drivel|. com

com |reading-persuadel. com

red-base

-lchancel. com

request]-

finance|. com [resear

chl-spot]|. com [shame/-{show-lcre

am. com |s

izellost/par

kl. com [space)-

belt-rate|.com ftime

tengsftell].com [standardsucc

eed|. com

star|-lappear}|-

map|. com

strategy/-borrow. com [term-lcow-record|. com [tongue|-warm-{funerall.com [traffic-

insist|. com ‘troubleabuse|. com [unclel-officer|.com juncle-structure|.com [universityl-

\spreachom Nehicldrooﬂ%entranceLcom MeeHendcharthom Mheeleuggesthom

winner|-{care/sir|.com fthroat/-prefer|.com [document/boss|.com [brain[-ftune{influence).

com [guaranteel-valuel. com [quarter/{smell|.com [lady[sandwich.com [challengediscover

.com |brotherHhangl.com |bend-shoot/-stress|.com walll-bottle-{assistant|.com |plane-

branch|. com [platefadvanceld.com [pleasurerepair].com [pot/-blank-text|. com

poundresort-skin|. com [professorfloosel. com [prograncredit].com |




[Tea|bag] Syntax

Counts the number of surrounding domains
matching some predicates

[0_0...., a_n:T|p]
- Go through all remaining domains within timestamp+T
- Keep those that match in all properties a_0...., a_n with
the current domain.
- Keep those that fulfil p
- Return the number of remaining elements

Linnea syntax is much shorter,
though less flexitle.

[client:Ih|d0 = 'com] >= 20 v, o spugh o

capture all the malware types
we've found so far

FROM (
SELECT COUNT(d0 = ‘com) OVER (PARTITION BY d.dst ORDER BY d.timestamp
RANGE BETWEEN INTERVAL ' hour' PRECEDING AND INTERVAL ‘1 hour' FOLLOWING) AS number-_]
FROM (

)
)
WHERE number_1>= 20



- Keep those that match in all properties a_0,..., o
the current domain.

- Keep those that fulfil p

- Return the number of remaining elements

[client:In|d0 = 'com’] >= 20

FROM (
SELECT COUNT(dO = ‘com’) OVER (PARTITION BY d.dst ORDER BY d.timestamp
RANGE BETWEEN INTERVAL ' hour' PRECEDING AND INTERVAL 'l hour’ FOLLOWING) AS number_]
FROM (

)

)
WHERE number_1>= 20



Observe:
Linnea syntax is much shorter,
though less flexible.

However, flexible enough to
capture all the malware types
we've found so far



So How Do | Craft A Linnea Rule?

Ist Layer: fast to compute

non-resolving (=NXDOMAIN)
allowed characters

allowed 2-lengths } Regex ,
allowed suffixes

min. num. of certain characters

bt

2nd Layer: slower to compute

min. num. within timeframe
min. num. with hyphens

min. num. with numbers

max. num. with certain suffix



Ist Layer: fast to compute
non-resolving (=NXDOMAIN)

Q
Q

Ql

lowed characters
lowed 2-lengths } Regex

owed suffixes

min. num. of certain characters

2nd Layer: slower to compute

min. num. within timeframe
min. num. with hyphens

min. num. with numbers
max. num. with certain suffix

Also, avold confusion with
other malware families



Also, avoid confusion with
other malware families



Ist Layer: fast to compute
non-resolving (=NXDOMAIN)

Q
Q

Ql

lowed characters
lowed 2-lengths } Regex

owed suffixes

min. num. of certain characters

2nd Layer: slower to compute

min. num. within timeframe
min. num. with hyphens

min. num. with numbers
max. num. with certain suffix

Also, avold confusion with
other malware families



New-DGA-vVI

Oedda2eds.com ODedSda2ed.net
DedSda2ed.info 04205450.com
04205450.net 042954 50.info
b64ef65d5.com b4efb6500.net
b64ef65dS5.info /cad40/e9.com
/cad0/e9.net /cad40/e9.info 1f204bf/.com
1f204bf/.net 1f204bf/.info S5bd%934a.com
oobd%34a.net Sobd?34a.info



New-DGA-vI

{

timestamp >=1t0 - 2h, timestamp <= 10,

nxdomain,

match(domain, ""[a-f0-2]{8}\.(com|info|net)$)
{,

[client1h]| [client,dlTh|true]>=21>=10  Atleast 10 queries that have
} a counterpart with a

different suffix but with
same d_l



Pushdo

www.tafelxofomy.kz www.myxabuchuva.kz
www.watalasogeckz www.sudegobhewaf kz
www.zosuxaxekyd.kz www.pamusafvokpe.kz
www.xuruwokafgo.kz www.vumuccersop.kz
www.xudokcesesjkz www.wunxucyobo.kz
www.perocuncokwu.kz www.kujegobbopfo.kz
www.vakugoxutazg.kz www.dugjuclaco.kz
www.zyahyifopve kz www.qubopacedovy.kz
www.dehazloples.kz www.xervuzyafe.kz
www.vunmelfeme.kz www.copaxudoxaf.kz
www.jocejezxula.kz www.magedavokruh.kz
www.mazuxepelve kz www.cyifobcoje kz
www.xotucvalyajkz www.dosaftequdex.kz
www.gexyojawaxer.kz www.decowakolufo.kz
www.mafazqazbuc.kz www.zyajobjopat.kz




Pushdo

timestamp >=10 - 2h, timestamp <= 10,

nxdomain,

match(domain, “(www\.)?[a-z]{%.12}\.(com|in|info|kz|net)$), Include non-
count(d], Taeiou]) / 11> 0.35 kz-domains

[client:In|true] >= 20,

[client:Tn|d0 in 'com,'in’info',net’] < [client:Th|d0="kz'] Pr'event confusion
with Flashfake



Bankpatch, Bedep, Conficker, DGAIO, Dyre,
Expiro, Matsnu, New-DGA-V1, Necurs, Pitou,

Pushdo, Pykspa, Romdo, Runforestrun,
Shiotob, SillyFDC.

https://qithub.com/EyeOfPython/Linnea

Our environment for 1th August 2015:
- 18 million NXDOMAIN entries

- 308k distinct by 6%k clients
- Vertica DB on a HP DL30 configuration

Execution times, 2h timeslots:
Max: 2.1s

Min: 0.9 s

Mean for all 16 rules: 19.3 s

Results:
- Independent analysis (by eye): 10/16 malware
families present
- All detected by the queries.
- Clients: 2FN, 1FP
- 72 clients correctly identified



Our environment for 1lth August 2015;
- 18 million NXDOMAIN entries
- 308k distinct by 6%k clients

- Vertica DB on a HP DL30 configuration

Execution times, 2h timeslots:
Max: 2.1s

Min: 0.9 s
Mean for all 16 rules:; 19.3 s

Results:
- Independent analysis (by eye): 10/16 malware
families present
- All detected by the queries.
» Clients: 2FN, TFP
. /2 clients correctly identified



How do we compare?

VS machine learning, pure SQL, lexical analysis

-+ —
- Can tell you type of » Only for known malware
malware - Have to design arule for
- Transparent: No fuzzy each malware by hand

classifier
- Writing Linnea rules isn't

too difficult (compared
to pure SQL)

Pros occupy more area than cons
=> QOur stuff is clearly very good.



Thank you for your attentionl



